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Abstract

Context and Purpose: In today's world, digital technologies are rapidly evolving and transforming
various systems, including healthcare systems. These technologies, which include Artificial
Intelligence, Internet of Things, Big Data, telemedicine, and blockchain, have immense potential to
improve the quality of healthcare services, enhance access to treatment, and reduce costs. However, the
implementation of these technologies in healthcare systems faces numerous challenges and barriers that
may hinder their full utilization on a large scale. The purpose of this study is to conduct a systematic
review of the challenges and requirements for implementing digital technologies in healthcare systems.
This research identifies technical, operational, legal, and cultural barriers and analyzes key
requirements, including infrastructure, training, standardization, and necessary policies for the effective
implementation of these technologies in healthcare systems.

Materials and Methods: This research is a systematic review based on PRISMA guidelines, aimed at
identifying and analyzing studies related to the challenges and requirements of employing digital
technologies in healthcare systems. Articles were selected from reputable international databases such
as PubMed, Scopus, Web of Science, and Google Scholar to complete the search. The search for articles
was conducted from 2010 to April 30, 2025, and only original research articles in English were
considered for final analysis through the Critical Appraisal Skills Program (CASP) quality assessment
table. Ultimately, 21 credible articles were selected and reviewed.

Results: Based on the study results, the challenges of applying digital technologies in healthcare
systems are categorized into five key areas. First, technical issues such as system integration, data
security, and infrastructure stability, which lead to disruptions in data exchange and reduced trust in
digital solutions. Second, operational challenges including infrastructure deficiencies, lack of
coordination among organizations, shortage of specialized personnel, and resistance to technological
changes among healthcare staff. Third, legal and ethical issues such as patient privacy protection and
the absence of clear legal frameworks for data usage. Fourth, cultural and social issues, including
resistance to new technologies and the digital divide in access to healthcare services, which threaten
horizontal equity in access. Finally, economic challenges such as high costs and lack of sustainable
financial resources. To address these challenges, requirements such as strengthening infrastructure,
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enhancing cybersecurity, developing international standards, training human resources, formulating
legal frameworks, and providing sustainable financial resources are essential.

Conclusion: This research demonstrates that the implementation of digital technologies in healthcare
systems faces challenges in technical, operational, legal, social, and economic domains. The study
emphasizes the need to address issues related to system integration, data security, shortage of specialized
personnel, and existing resistance. The findings of this research can serve as a guide for decision-makers
and stakeholders in the healthcare sector to improve operational and technical processes for the optimal
use of digital technologies and to overcome existing barriers in this field.
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technology implementation requirements
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8. Change Management & Adoption
9. Reducing Digital Divide

10. Robust Digital Infrastructure
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1. National Strategy & Governance

2. Government Support & Leadership

3. Multi-sectoral & International Collaboration
4. Sustainable Financing Models

5. Cost—Benefit Analysis
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7. Digital Health Literacy
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